1. Power Surges


1. Online/Double-Conversion UPS - BEST; devices are constantly receiving battery power

2. Line-Interactive UPS - handles moderate AC (Alternate Current) sags and surges without the need to switch to batter power

3. Offline/Standby UPS - BASIC; devices only receive battery power when the AC (Alternate Current) sags below ~80-90 Volts

Sag - a DECREASE in electrical current of 10 to 90 percent; very short lived
Brown Out - reduction in or restriction on available electrical current
Black Out - COMPLETE LOSS OF POWER

* NOTE: A "Line Conditioner"  IMPROVES/LIFTS UP the quality of the power that is delivered to electrical load equipment

Surge - less of an increase than a SPIKE but LASTS LONGER; 15-milliseconds to several minutes
Spike - LARGE SUDDEN INCREASE in electrical current; really SHORT LIVED



3. Malware PREVENTION of future attacks

- Heuristic (Greek) Monitoring - BEHAVIOUR BASED; Attempts to answer the question; Uses an algorithm to determine if a threat exists; 
- Heuristic analysis is a method employed by many computer anti-virus programs designed to detect previously unknown computer viruses, as well as new variants of viruses already in the wild


- After malware removal but there are some website re-directs; Check the "host.ini" file and verify it hasn't been maliciously modified

* NOTE: Whenever there is a REDIRECT, it is usually due to a malicious PROXY SERVER SETTING being added to the browser; but also remember "Captive Portals" (i.e Hotel  wi-fi)

* NOTE: The "host" file is located in: C:\Windows\System32\drivers\etc\


- A fishy home page shows on a browser; disable unfamiliar startup apps with msconfig, and reset browser back to DEFAULT settings



4. Slow wi-fi (data) speeds

- Slow data speeds can be caused by too much interference or a weak signal
- Try changing the channel on Wi-Fi routers to less-used channels or boost the signal being transmitted, and the performance should increase


5. Changing servers and remapping drives; "Access Denied" error

- Since the data is moved from one network share to another, the users will need to remap their network drive letters to the new file paths. If they are using the existing drive mapping, they will still be pointing to the old server


6. "Invalid Credentials" when logging in

- accounts that require multifactor authentication, even if a user enters their credentials in correctly, they will receive the "Invalid credentials" error message
- the user will have to use a client/app that supports MULTIFACTOR AUTHENTICATION


7. Scripting

- what holds a NAME as the INPUT? a Variable


    *** Holds Data ***

- Environmental Variables - data of the OS environment; (i.e %DATE, %windir, %USERNAME)
- Constants - a value that CANNOT be altered
- Floating Point - NUMBERS with decimal points; i.e pi=3.14
- Integers - whole numbers ONLY; perform numerical calculations
- Strings - NAME/TEXT data ONLY
- Variables - associate a NAME, TEXT, or a NUMBER with an area of memory (i.e %x = 1; %greeting = Hello and Welcome")

- Basic Loops - perform a process over and over or a certain amount of times until something happens


    *** Scripts ***

- Batch (.bat)

* Windows; command line
* will see Windows commands inside the script


- Powershell (.ps1)

* Windows 8/8.1/10
* Uses their own command (cmdlets), but also uses command line commands


- VBScript (.vbs)

* Windows
* Web server/Desktop/MS Office app scripting
* 


8. Remote Desktop Services on a Windows Server; increase SECURITY

- Logically place the Windows server into the network's DMZ and block all unused ports on the switch, router, and firewall


9. Regulations and Policies

- GDPR (General Data Protection Regulation) - European Union regulation; data protection and privacy for individuals
- FOSS (Free and Open Source Software) - software that can be classified as both free software and open-source software.
- EULA (End User License Agreement) - closed source (commercial); end user gets compiled executable
- PCI DSS (Payment Card Industry Data Security Standard) - standard for protecting credit cards
- HIPPA (Health Insurance Portability and Accountability Act of 1996) - protects sensitive patient health info from being disclosed w/out the patient’s consent or knowledge
- PHI (Protected Health Information) - health status, health care records, payments for health care, etc

* NOTE: PII (Personal Identifiable Info)
* NOTE: PIV (Personal Identity Verification)


10. Data Disposal of HDDs

- Standard (Quick and Regular) and High-Level formatting can be used to reinstall an OS
- Low-Level formatting is to revert back to "Out-of-the-Box" stage; repurpose an HDD; sell it


- When DESTROYING HUNDREDS of drives at a time

- It is best to use the MOST EFFECIENT method; Degaussing Tool/Incineration/Shredder


11. Constant Windows UPDATE Error

- THERE IS NO LOG FOR ERRORS FOR WINDOWS UPDATES
- Research the error code/number and find out if there' a known issue for this UPDATE


12. Verify a backup works

- The only way to know if a backup works is to test it


13. WPS (Wi-Fi Protected Setup) Security

- This can be on ANY router NO MATTER THE SECURITY PROTOCOL SELECTED 
- Someone can bypass your WPA2 security if WPS is enabled and still connect to your network WITHOUT KNOWING YOUR PASSWORD


14. MSDS (Material Safety Data Sheet)

- Documentation that contains info on the potential hazards and how to work safely with the chemical product

- Follow these steps for proper method of disposal

- Includes the following information: 1. Handling of material 2. Fire Fighting measures 3. Antidotes

* NOTES: DOES NOT include LOCATION SPECIFIC information


15. Printer no longer working; no errors in Taskbar; What's the 1st step to troubleshoot?

- Check the STATUS of the PRINT SERVER QUEUE

- Occurs often because the system properly sent the print job to the print queue, but the print queue has become stuck


16. User's PROFILE taking too long to load

- REBUILDING the user's profile would be the BEST option
- Disabling unnecessary apps from running at logon would be the 2nd best option

* NOTE: This isn't about Windows BOOTING time; 


17. Troubleshooting mobile apps that crash

1. Clear app cache (if only a single user is having problems); otherwise, skip to #2
2. Update the OS; if the app is causing problems on MULTIPLE PHONES
3. Reinstall the app; LAST STEP


18. An impatient client wanting a repair FAST/RIGHT NOW

- Offer the client options to replace the device RIGHT THEN AND THERE
- Offer different repair/replacement options, if applicable

* NOTE: It's CRUCIAL to set and meet expectations and timelines



19. Change Management/Change Control - Controlling any change (i.e Installations and Upgrades) within a business; a formal process/plan

Steps:

1. Scope of change (the effects of change; how long will it take; )
2. Analyze RISKS
3. Plan of IMPLEMENTATION (Plan for Change); documentation of detailed technical process; scheduling of change

4. End-User APPROVAL/ACCEPTANCE; NOTHING happens without a sign-off; 
5. Change Control Board; they properly schedule all changes and approve/disprove

6. "Backout Plan"; always have BACKUPS; revert changes back to original state
7. Document the changes; track changes over time (statistics); 

* NOTE: Have a "Backout Plan", specifies the processes required to restore a system to its original or earlier state, in the event of failed or aborted implementation

* NOTE: SOW (Statement of Work) - specifies the work that a vendor or internal department is responsible for; specifies timelines and define reporting responsibilities

* NOTE: Change Request - proposal to alter a product or system, often brought up by the client or another team member



21. Best security practices for BOTH PCs and Mobile Phones

- Multi-Factor Authentication AND Enforcing TRUSTED software sources



23. RAID and Storage Spaces (Dynamic Disks) 

1. Simple - A regular volume (partition); can make SEVERAL different volumes (partitions) inside; can SPAN volumes into the NEXT disk
[Example: The last volume of Disk 1 and Disk 2 becomes 1 volume]


2. Spanned - Uses free space ACROSS MULTIPLE disks to create 1 SINGLE volume (partition); NO REDUNDANCY; PURPLE COLOR

* NOTE: 3 disks; 5GB, 5GB, 5GB; using Spanned will give you 1 SINGLE volume the size of 15GB


3. Striped (SHARE) (RAID 0) - FAST/SPEED; Uses 2 disks and stripes the data between each other; NO REDUNDANCY; TEAL COLOR

* NOTE: Each disk has PARTIAL data




1. Mirrored (RAID 1) - AT LEAST 2 disks; each disk is an EXACT COPY (mirror) of the 1st disk; HAS REDUNDANCY; RED COLOR

* NOTE: Can lose up to 1 disk and be OK; 


2. RAID 5 (Striping w/Parity) - AT LEAST 3 disks; MOST COMMON; FAST; Data split across all disks; no FULL COPY on any 1 disk); AT LEAST 3 disks with EQUAL SIZE SPACE

* NOTE: Can lose 1 up to 1 and be OK; 
* NOTE: "Parity" is stored on each disk and is used to rebuild an entire disk in the case of failure
[Example: Disk 0 has half a parity and Disk 1 has half a parity; those halfs are stored onto Disk 2]

* NOTE: If you have 4 4TB disks, only 3TB is available; the 1TB is used for "Parity"


3. RAID 6 - Similar to RAID 5 but DOUBLED; MINIMUM of 4 disks; Double PARITY; DOUBLE REDUNDANCY; Can lose 2 disks


4. RAID 1+0 - MIRROR + STRIPING; MINIMUM of 4 disks; 



24. Physical Network Diagram - think of a FLOOR PLAN

- Shows the actual physical arrangement of the components that make up the network, including cables and hardware

* NOTE: A "Logical Network Diagram" DESCRIBES the way info will flow thru a network; Subnet Masks, IP Addresses, Routers, Firewalls, Protocols, etc


25. Windows boot file and its location

- ntbtlog.txt
- %WINDIR%\ntbtlog.txt
- Or, C:\windows\ntbtlog.txt


26. "Sticky Keys"

- Windows 10 feature that allows modifier keys (i.e Ctrl and Shift) to stay ACTIVE even when you're no longer pressing them


27. A "Windows Stop" error is known as "BSoD"; BLUE SCREEN of DEATH


28. Ctrl + Alt + double-clicking

- Is a shortcut for bringing up the "Properties" window of a file or folder


29. Page Filing (Windows)

- Windows requires the MINIMUM of 1.5x your installed RAM

- Uses HDD space for Page File

[Example: 1.5x of 8GB is 12,288 MB]


30. Driver Verifer Manager

- Access it via the Run Command: verifier

- This tool verifies specified driver(s) installed on the PC; also allows you to CHECK ALL device drivers

* NOTE: DEVICE MANAGER does not show bad drivers


31. ALAWAYS USE Anti-Static Wristband when dealing with HARDWARE


32. 
